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Multitier ensemble classifiers for malicious
network traffic detection
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Abstract: A malicious network traffic detection method based on multi-level distributed ensemble classifier was pro-
posed for the problem that the attack model was not trained accurately due to the lack of some samples of attack steps for
detecting attack in the current network big data environment, as well as the deficiency of the existing ensemble classifier
in the construction of multilevel classifier. The dataset was first preprocessed and aggregated into different clusters, then
noise processing on each cluster was performed, and then a multi-level distributed ensemble classifier, MLDE, was built
to detect network malicious traffic. In the MLDE ensemble framework the base classifier was used at the bottom, while
the non-bottom different ensemble classifiers were used. The framework was simple to be built. In the framework, big
data sets were concurrently processed, and the size of ensemble classifier was adjusted according to the size of data sets.
The experimental results show that the AUC value can reach 0.999 when MLDE base users random forest was used in the
first layer, bagging was used in the second layer and AdaBoost classifier was used in the third layer.
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SPegasos. random forest. MLP, DTNB (decision table
Naive Bayes). BayesNet. J48. ATIXfixXeLIL/2k
aefE— MR A4

SVM (support vector machine) F3LM) H H &
figppe— AN KB R e L N A SCfy i) AL
s SV A KB A ABAT I TR) o Oy 17 ) Bl SRR 1)
HEHLELE, Platt $2H SMO 5734 (sequential minimal
optimization) ¥, IXANVRKE AN KA R LRI 1)
I e F AN AL 2 AN A . FURIA
(fuzzy unordered rule induction algorithm) f& /ML
ORI () 53 BY,g R R % 5] %% RIPPER
(repeated incremental pruning to produce error reduc-
tion) FIEMVE ARG . FURIA A HIRORI R IAR
RRHRRI, A e e AR A e R . A
2 1B 5 ¥ 52 J7 78 SPegasos (primal estimated
sub-gradient solver for SVM) 1, X ATy AE AL B
RS AR ) L C I T B SE R 45 R

random forest J&t—FIHE IR ML AR 2: 2] J7 i,
XA T R BE AL S A BN s BRI 23
PR LMIE LN RIW B 170 R R B

3K f#+. MLP(multilayer perception) g % JZ= B AN %+
ARPT, i 2N A A RS 58 Bk ME 2 BB (1 4y
K, HRARES AR AR Lt )8 s g m—
ANHT I B Z IR, MLP RE 8 Al il 2k 1 n)
DTNB s /M4 & PSR AN 28 DUy 73 RS
ATy BEPY LU 9 2% (BayesNet) il ik () 2
— AR RPN RER A, el A SRR
KA A AAT LR E .« 148 Skt C4.5 Bk
75 weka HPRIN IR, R R AL
42 ENHESH

ASCIRIS AT T o S oy s v e, &
i1 45 stacking. bagging. AdaBoost. multiboost.

grading . decorate. dagging %% . stacking V% &

Wolpert @Mz ALt — M HLas 2 STHEZEPY), 47
VRH 2 BBk e R g3 A IRt A SR R R AR R
552 BB O RSN o AR A S SR ok
5 7~ AR S G M A g — AN A SR AR It 45 R
bagging FyEN B IARE H - NEgE ) H
R EAR AR, 5925 2 B IX AN ZRFE AR AT
2 RO SR 2 B S T VR S R I 4y
iR W IXP T, ARG RN R
#2155 . AdaBoost & boosting SV Fhl*Y, %51
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VRS TR A B R M A ) <163 -

A5 AN [R] (1) 55 43 2 48 0 7] — S YN 25 B0 B2 10047 4y
K, RIGHITE SR E ARk, Ml— R
4% . multiboost 45 bagging HiLH AdaBoost
BRI, B 2 ANEVERIE R A 1) bagging 5
ERBURD T 2, SR AdaBoost AN D T 2=,
[) B 9k 2D 22 o 2) (EW/D 7 ZE B, bagging L
AdaBoost XK.

grading SRR EIAR B RS IF AL 73 2R E A
IERTRINST, R ANTe A RBR, el RS2
ATIAE A e @ YE, AEH <R e
A IGZ . decorate St — MR A KB HAM,
FEA AR AW I N TAEAR RN, DR
TEHGIN—ANB 1) 73 S48 5 B o0 A (PR FEAN 23 Y3
/b dagging SRR —MNME I, LI
SBHAT K153 B AT IR (K IR ] B2 R B I, 3
IY AT Z ARG — R AT 2, T XS
Feor IR RIA SIS . BRI IS BEER
IR 5527 S I 45 R 4 Gtk
5 MeeithSah

#it b MLDE /&> N JZHESE, N K T35 T
Lo AH8ERR b, TN KCE R BR S, N IEA
AETCRR Ao T LA, 7E %) MLDE HESSEAT PEAL 1R I 1,
AL R FUAE A A1 2 A FH AN [R] () 4R 1 76 43
RA RS IR 7 RO o A S T ST
HOANALFEZE intel(R) core(TM) i7-6700HQ CPU @
2.60 GHz. PI47 8.00 GB. 64 {1 R4,

S 2 WAL 4 S A R0 AR B o SR A AE A 4k
MLDE i %o 3 5 30 0 R 1E 3 Ui (1 2 SR . AR
fff ] WEKA ) simpleCLI KA s RIAT 4 2K
#, FERH 10 548 sk 77 2k VRAL 4> S5 2% 11
BRI, PRAG IR 45 F P 3 ILIG 23 2 B P e DR A5 3
br (area under curve or ROC area) #H1T &R

T 4 LR X6 IR 4% % TR L 1 1 LRI AN [) 1) 2
I RAEMITERE o SEBR I RE A X B AR AT R T
AbER, 32 FE > IR G RN 10 Fros. MK 10
[LAE th, random forest HUfG i 4f (RS 45 2L, M
UOE: 148 k.

BT E 10 MEER, i TBehm B i i
THERE R AN DB JE “k-means FLKESREIR”, S
SRR, 7E k-means FER AR T AR EEH 1~8
YENEINSEL, i ZE L 8 4l k-means SE5 45 4.
RJG, ol T X 8 4S8 45 B Af ] random forest

AT, R RwE 11 fios. BE% k-means
FAH PN, AUC WA . MREEHIA
2| 5 (IHE, AUC UG RFFEE . LA, SRR
0 HJE 5 1 k-means L5045 R HAT F—L 0. W
TS R, KIN k-means R H 1) 5 ALK
XN T Z BrbRid Bt 5 AN B X EEE RN
RRZA, ACELING T Sdbet, EPALhrid
WD 5 ANBEE B, R bR Id 5 I & 11 25
A B B bR tE . S5 5 SER A R Ak
o M 2 s e, 45 R NER 3 o, Bk
W REE A — DRI A R . EARE AR, Lk
(1 LA R 297 10%

RBF network

FURIA
SPegasos
random forest

MLP

0.5 0.6 0.8 0.9

0.7
AUCIH
K10 JURHEE S AR I PPAG 45 1

8%

7%

6%
T N
i3

3%

2%

1%

1 1
0.85 0.87 0.89 091 0.93 0.95
AUC{E

B BRI BN R AUC 45

SEHG RS AIE T 2 A N R AR R o AR
IfEJ) o ASCIEFE R 45 R if () random forest
4 MLDE {55 1 JRAE03 2828, SRJ5 TRk & Lk 4R
J§ 53 AL R 22 I B2 173 2R 28 J(E. MLDE 1)
% 2 |25 random forest 2045 78— AT I 3K
HE5HF5: (AdaBoost, random forest). (bagging,
random forest ) (dagging, random forest) (decorate,

2018224-9



- 164+

WG

¥ iR o539 &

random forest ) v ( grading , random forest ) .

( multiboost, random forest). (stacking, random
forest), 5 47 1 WiZk/x MLDE 5 2 2 RHI4R
By RS, B 2 TR R s . L, 4
% (AdaBoost, random forest) 7 2 JZ/r2Kas+
FOEAE, WE 12 Pion. WE 12 WA H, 414
( AdaBoost, random forest). (bagging, random
forest) . (dagging, random forest) (decorate, random
forest) U3 T HLAFHISRER A R . RIL, 7EXTER 3 =
MLDE % BAHESEIEAT PEAt I, ASCLEH] AdaBoost.
bagging. dagging ! decorate 1E A5 3 2 MIEELE
By e, R A G AT T S A
13 Jm e PARARERIRES 2 JZRNE 3 JRIMAR L s
Ny, Wb REa2e 3 22K, Al
HAIEH 2 J2 I, 183 )2 MLDE AE4EH, #effE
AR ZEOCPAE I R —F R lon s Keds . I CA LS
BRIEM G IANRERE IR, SRR
FrsEl e, 24 AdaBoost 745 3 )28, bagging

=3 FREERERTLRERI L

RERBEEEIE T R AL R 2 JE B
AUCfH 0.9308 0.9432
stacking
B EnsembleClassifier

multiboost
grading
drading
decorate
dagging

bagging

adaboost

093 094 095 096 097 098
AUC{H

K12 ARG AR AUC 45258

decorate,dagging|
decorate,bagging|
decorate,adaboost
dagging,decorate
dagging, bagging
dagging,adaboost
bagging,decorate|
bagging,dagging
bagging,adaboost
adaboost,decorate
adaboost,dagging
adaboost,bagging -
0.970 0.975

0985 0.990 0.995 1.000

AUCIH
€13 3 )2 MLDE 2545 %

0.980

7245 2 )=, random forest 1E A5 1 )2 15326
PRSI IS g R, AUC 35817 099 Ll b, 5
AMSEEGEE IR EOR, T S MBI A A R
Ay DR TR A B R S AAR TR o

6 ZERIE

A SCHR L T B B B S O A A
HFR(MLDE), JEVE40 IR R T HESE (1 RN D 3R,
ARG bR E . B k-means FIREERIE.
ZE g ZBGER B Rl 5P IR S 4h
RW7R{E MLDE HESE A FHAN R (1) 88 J e 23 K
A RRE HE— D 1R T4 BB bR U 5 0 4% 3t =
(MIREST o b, FEPTA 1353 2845, random forest
S IE A R M SIS ER . Ll I At
(KB TC 7> K%, AdaBoost HE— 4 TH 3 230 B
e Bi. 76 3 )2 MLDE HEZErR, Y Zk H B fig
i 3RA5 1 Bl AUC {153 0.99 L L
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